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This Tutorial should provide you a step-by-step guide on how to monitor an Asterisk Server with 
SNMP.  The pr-requisites for all the following steps are: 
 

- A running Asterisk 1.4xxx system 
- A running Nagios system (Version 3 and above) with NagVis-Add-On 
- Asterisk and Nagios must have Internet access 
- Root password for both servers  

 
At the end of this exercise you should be able to monitor your current ZAP, SIP, IAX channels, 
create graphs and store your Asterisk performance data in a mySQL database. 
 

Attention: As usual I use Debian 4 as my operating system (Asterisk and Nagios) 
 
 
 

The commands that you actually have to type are all in red bold and italic font like:   
asterisk -rvvv 
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1. Let’s start! 
 
First we need to check if you have an Asterisk version with SNMP compiled. 
To do you need to access your Asterisk CLI. Login as root on your Asterisk server and key in the 
following at the prompt: 
 

# asterisk –rvvvv 
 

Now issue the following command: 
 

Asterisk# CLI> module show like snmp 
 
If you have an Asterisk with an enabled SNMP module you will see an output like this. 
 

 
 
You can jump directly to step 3. Configure SNMP. 
 
If you see something like that would mean you have currently no SNMP module loaded. In this 
case we need to load Asterisk with the res_snmp.so module. 
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Change in your Asterisk source directory. In my case that would be /usr/src/asterisk-1.4.21.1/. 
 
# cd /usr/src/asterisk-1.4.21.1/ 
 
Attention: All the following steps should not break you current Asterisk installation (at least 
not on my system). But don’t make me responsible if something goes “wrong”…. smile 
 
 
No issue the following command: 
 
# ./configure –with-snmp 
 
After that issue the following command: 
 
# make menuselect 
 

 
 
/ƘƻƻǎŜ όǿƛǘƘ ŎǳǊǎƻǊ ǳǇ κ Řƻǿƴύ άwŜǎƻǳǊŎŜ aƻŘǳƭŜǎέ ŀƴŘ ǇǊŜǎǎ ά9ƴǘŜǊέΦ 
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aƻŘǳƭŜ ǊŜǎψǎƴƳǇ Ŏŀƴƴƻǘ ōŜ ǎŜƭŜŎǘŜŘ ŦƻǊ ƛƴǎǘŀƭƭŀǘƛƻƴ ōŜŎŀǳǎŜ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ƴŜǘǎƴƳǇ ƛƴǎǘŀƭƭŜŘΗ 
[ŜǘΩǎ ƛƴǎǘŀƭƭ ǘƘŜ ƳƛǎǎƛƴƎ ŎƻƳǇƻƴŜƴǘǎ ŦƛǊǎǘΦ tǊŜǎǎ ά9ǎŎέ ǳƴǘƛƭ ȅƻǳǊ ŀǊŜ ōŀŎƪ ƻƴ ǘƘŜ ƭƛƴǳȄ ǎƘŜƭƭΦ 

2. Install NETSNMP and related packages 
 
# perl -MCPAN -e shell 
 
 

/etc/perl/CPAN/Config.pm initialized. 
 
 
CPAN is the world-wide archive of perl resources. It consists of about 
100 sites that all replicate the same contents all around the globe. 
Many countries have at least one CPAN site already. The resources 
found on CPAN are easily accessible with the CPAN.pm module. If you 
want to use CPAN.pm, you have to configure it properly. 
 
If you do not want to enter a dialog now, you can answer 'no' to this 
question and I'll try to auto configure. (Note: you can revisit this 
dialog anytime later by typing 'o conf init' at the cpan prompt.) 
 
Are you ready for manual configuration? [yes]   no 
 

 

cpan> install Net::SNMP 
 
Checking if your kit is complete... 
Looks good 
Warning: prerequisite Crypt::DES 2.03 not found. 
Warning: prerequisite Digest::HMAC 1.00 not found. 
Warning: prerequisite Digest::SHA1 1.02 not found. 
Writing Makefile for Net::SNMP 
---- Unsatisfied dependencies detected during [D/DT/DTOWN/Net-SNMP-5.2.0.tar.gz] ----- 
    Digest::HMAC 
    Crypt::DES 
    Digest::SHA1 
Shall I follow them and prepend them to the queue 
of modules we are processing right now? [yes] ά9ƴǘŜǊέ 

 

 

   
If everything works fine you will see the following output after a while: 
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¢ȅǇŜ άŜȄƛǘέ ŀƴŘ Ƙƛǘ ŜƴǘŜǊΦ ¢Ƙƛǎ ǿƛƭƭ ōǊƛƴƎ ȅƻǳ ōŀŎƪ ƻƴǘƻ ǘƘŜ [ƛƴǳȄ ǎƘŜƭƭΦ 
 
Now you need to install three other SNMP related packages: 
 
# apt-get install libsnmp-base 
 
# apt-get install libsnmp-perl 

# apt-get install libsnmp9-dev 

 
{ƻ ŦŀǊ ǎƻ ƎƻƻŘΗ bƻǿ ƛǘΩǎ ǘƛƳŜ ǘƻ ǊŜ-configure Asterisk again. In case you are not in your Asterisk 
source directory anymore: 
 
# cd /usr/src/asterisk-1.4.21.1/ 
 
# ./configure –with-snmp 
 
# make menuselect 
 

 
 
/ƘƻƻǎŜ όǿƛǘƘ ŎǳǊǎƻǊ ǳǇ κ Řƻǿƴύ άwŜǎƻǳǊŎŜ aƻŘǳƭŜǎέ ŀƴŘ ǇǊŜǎǎ ά9ƴǘŜǊέΦ 

http://packages.debian.org/etch/libsnmp-perl
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/ƻƻƭΗ ¸ƻǳ Ŏŀƴ ǎŜŜ ǘƘŜ aƻŘǳƭŜ άǊŜǎψǎƴƳǇέ ƛǎ ŀƭǊŜŀŘȅ ǇǊ-ǎŜƭŜŎǘŜŘΦ  Wǳǎǘ ǇǊŜǎǎ ǘǿƻ ǘƛƳŜǎ ά9ǎŎέ 
which will bring you back to the Linux shell. 
 
In the Asterisk source directory key in: 
 
# make  
 
# make install 
 
LƎƴƻǊŜ ǘƘŜ ǿŀǊƴƛƴƎǎΧΦ 
 
So, you can check now if the SNMP module is loaded in Asterisk. 
 
You need to restart Asterisk. In my case I have FreePBX installed so I use the following 
command: 
 
# amportal restart 
 
# asterisk –rvvvvv 
 
asterisk*CLI> module show like snmp 
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As you can see the module is loaded. Great job! 
 

3. Configure SNMP 
 
bƻǿ ȅƻǳ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ ŀ ŎƻǳǇƭŜ ƻŦ ƻǘƘŜǊ {bat ǊŜƭŀǘŜŘ ǇŀŎƪŀƎŜǎΧΦ 
 
# apt-get install snmpd snmp scli tkmib 
 
 
You need to edit snmpd.conf: 
 
# nano /etc/snmp/snmpd.conf 
 
Delete all content in this file by pressing ñCtrl+Kò key at the same time (it will remove line by lineé) 
 
Then copy the following content into the file: 
 
master agentx 
agentXPerms 0660 0660 asterisk asterisk 
 
com2sec local localhost public_asterisk 
com2sec mynetwork 230.5.42.12 public_asterisk 
 
 
group MyROGroup any local 
group MyROGroup any mynetwork 
 
view all included .1 
 
access MyROGroup "" any noauth 0 all none none 
 
And save the file. 
 
Attention: Substitute the IP address 230éé with your IP from where you like to monitor Asterisk. 
This is the remote IP of your monitoring Server. 
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Now restart SNMP: 
 
# /etc/init.d/snmpd restart 
 
Change the rights on your agentx: 
 
# chmod 755 /var/run/agentx 
 
 

4. Configure Asterisk  
 
# /etc/asterisk/res_snmp.conf 
 
9ƴŀōƭŜ ǎǳōŀƎŜƴǘ ŀƴŘ ǎŜǘ ŜƴŀōƭŜŘ ǘƻ ȅŜǎ ōȅ ǊŜƳƻǾƛƴƎ ǘƘŜ άΤέ ƛƴ ŦǊƻƴǘ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƭƛƴŜǎΥ 
 
; 
; Configuration file for res_snmp 
; 
[general] 
; We run as a subagent per default -- to run as a full agent 
; we must run as root (to be able to bind to port 161) 
subagent = yes 
; SNMP must be explicitly enabled to be active 
enabled = yes 
 

Save the file. 
 
Now you need to copy two Asterisk MIB files from your Asterisƪ ǎƻǳǊŎŜ ŘƛǊŜŎǘƻǊȅ ƛƴǘƻ {bat aL.Ωǎ 
directory. 
 

# cd /usr/src/asterisk-1.4.21.1/doc 
 
# cp digium-mib.txt /usr/share/snmp/mibs 
# cp asterisk-mib.txt /usr/share/snmp/mibs 
 
Restart SNMP again: 
 
# /etc/init.d/snmpd restart 
 
# export MIBS=+ASTERISK-MIB 
 
Restart Asterisk: 
 
# amportal restart 
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First test if Asterisk provides us with SNMP information: 
 
# snmpwalk -On -c public_asterisk -v 2c localhost .1.3.6.1.4.1.22736 

 
LǘΩǎ ǿƻǊƪƛƴƎ ƛŦ ȅƻǳ ǎŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƻǳǘǇǳǘΥ 
 
ASTERISK-MIB::astChanTypeIndex.5 = INTEGER: 5 
ASTERISK-MIB::astChanTypeIndex.6 = INTEGER: 6 
ASTERISK-MIB::astChanTypeIndex.7 = INTEGER: 7 
ASTERISK-MIB::astChanTypeName.1 = STRING: Phone 
ASTERISK-MIB::astChanTypeName.2 = STRING: Skinny 
ASTERISK-MIB::astChanTypeName.3 = STRING: OOH323 
ASTERISK-MIB::astChanTypeName.4 = STRING: Local 
ASTERISK-MIB::astChanTypeName.5 = STRING: Zap 
ASTERISK-MIB::astChanTypeName.6 = STRING: MGCP 
ASTERISK-MIB::astChanTypeName.7 = STRING: Agent 
ASTERISK-MIB::astChanTypeDesc.1 = STRING: Standard Linux Telephony API Driver 
ASTERISK-MIB::astChanTypeDesc.2 = STRING: Skinny Client Control Protocol (Skinny) 
ASTERISK-MIB::astChanTypeDesc.3 = STRING: Objective Systems H323 Channel Driver 
ASTERISK-MIB::astChanTypeDesc.4 = STRING: Local Proxy Channel Driver 
ASTERISK-MIB::astChanTypeDesc.5 = STRING: Zapata Telephony Driver w/PRI 
ASTERISK-MIB::astChanTypeDesc.6 = STRING: Media Gateway Control Protocol (MGCP) 
ASTERISK-MIB::astChanTypeDesc.7 = STRING: Call Agent Proxy Channel 
ASTERISK-MIB::astChanTypeDeviceState.1 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeDeviceState.2 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeDeviceState.3 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeDeviceState.4 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeDeviceState.5 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeDeviceState.6 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeDeviceState.7 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.1 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.2 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.3 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.4 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.5 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.6 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeIndications.7 = INTEGER: true(1) 
ASTERISK-MIB::astChanTypeTransfer.1 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.2 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.3 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.4 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.5 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.6 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeTransfer.7 = INTEGER: false(2) 
ASTERISK-MIB::astChanTypeChannels.1 = Gauge32: 0 
ASTERISK-MIB::astChanTypeChannels.2 = Gauge32: 0 
ASTERISK-MIB::astChanTypeChannels.3 = Gauge32: 0 
ASTERISK-MIB::astChanTypeChannels.4 = Gauge32: 0 
ASTERISK-MIB::astChanTypeChannels.5 = Gauge32: 0 
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ASTERISK-MIB::astChanTypeChannels.6 = Gauge32: 0 
ASTERISK-MIB::astChanTypeChannels.7 = Gauge32: 0 

 
 
The work on the Asterisk server is done. You can query the Asterisk SMP stack from any 
monitoring program like Nagios, BMC, HP Openview etc. 
 

 

5. Use Nagios to monitor Asterisk 
 
We normally use Nagios to monitor various parameter of Asterisk. With the Asterisk SNMP we 
monitor 4 parameters: 
 

- Concurrent ZAP-Calls (Minimum, Maximum and Average) 
- Concurrent SIP-Calls (Minimum, Maximum and Average) 
- Concurrent IAX-Calls (Minimum, Maximum and Average) 
- Overall channels in use, all types ((Minimum, Maximum and Average) 

 
 
I assume you have a running Nagios system and you are familiar with the check_snmp plugin 
from Nagios. 
 
Here the commands.cfg content to monitor the 4 values above: 
 
 

 

 

 

 

# Check current ZAP channels  

# ---------------------------------------------------------------------------  

 

define command{  

       command_name    check_zap  

       command_line    $USER1$/check_snmp - H $HOSTADDRESS$ - C public_asterisk - o 

ASTERISK- MIB::astChanTypeChannels.5  - P 2c - l "Current open ZAP channels"  

       }  

 

# Check current SP channels  

# ---------------------------- -----------------------------------------------  

 

define command{  

       command_name    check_sip  

       command_line    $USER1$/check_snmp - H $HOSTADDRESS$ - C public_asterisk - o 

ASTERISK- MIB::astChanTypeChannels.1  - P 2c - l "Current open SIP channels"  

       }  

 

# Check current IAX channels  

# ---------------------------------------------------------------------------  
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define command{  

       command_name    check_iax  

       command_line    $USER1$/check_snmp - H $HOSTADDRESS$ - C public_asterisk - o 

ASTERISK- MIB::astChanTypeChannels.6  - P 2c - l "Current open IAX channels"  

       }  

 

 

# Check overall channels  

# ---------------------------------------------------------------------------  

 

define command{  

       command_name    check_all_channels  

       command_line    $USER1$/check_snmp - H $HOSTADDRESS$ - C public_asterisk - o 

ASTERISK- MIB::astNumChannels.0 - P 2c - l "All channels"  

       }  

 

 

In Nagios you will look like this: 
 

 
 

[ŜǘΩǎ ǎŀȅ ȅƻǳ ƘŀǾŜ ƻƴ 9м όtwLύ ƭƛƴŜ ȅƻǳ ŎƻǳƭŘ ǎŜǘ ǘƘŜ ǿŀǊƴƛƴƎ ǾŀƭǳŜ ǘƻ нл ŀƴŘ ŎǊƛǘƛŎŀƭ ǾŀƭǳŜ ǘƻ ну 
concurrent calls. Therefore you will be aware of the usage on your PRI and able to upgrade the 
ƭƛƴŜ ŀǘ ǘƘŜ ǊƛƎƘǘ ǘƛƳŜ ōŀǎŜŘ ƻƴ ŦŀŎǘǎΧ 
 
 

If you use PNP4Nagios you will automatically get nice zoom-able graphs like this: 
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