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This Tutorial should provide you a step-by-step guide on how to monitor an Asterisk Server with
SNMP. The pr-requisites for all the following steps are:

- Arunning Asterisk 1.4xxx system

- Arunning Nagios system (Version 3 and above) with NagVis-Add-On
- Asterisk and Nagios must have Internet access

- Root password for both servers

At the end of this exercise you should be able to monitor your current ZAP, SIP, IAX channels,
create graphs and store your Asterisk performance data in a mySQL database.

The commands that you actually have to type are all in red bold and italic font like:
asterisk -rvvv
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1. Let’s start!

First we need to check if you have an Asterisk version with SNMP compiled.
To do you need to access your Asterisk CLI. Login as root on your Asterisk server and key in the
following at the prompt:

# asterisk —rvvvv
Now issue the following command:

Asterisk# CLI> module show like snmp

If you have an Asterisk with an enabled SNMP module you will see an output like this.

<01 (pid =

Application(D

shamr

Count

You can jump directly to step 3. Configure SNMP.

If you see something like that would mean you have currently no SNMP module loaded. In this
case we need to load Asterisk with the res_snmp.so module.

eriskwithoutsmp (pid = 2
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Change in your Asterisk source directory. In my case that would be /usr/src/asterisk-1.4.21.1/.

# cd /usr/src/asterisk-1.4.21.1/

No issue the following command:
# ./configure —with-snmp
After that issue the following command:

# make menuselect

a 2 Rdz
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a
[
2. Install NETSNMP and related packages

# perl -MCPAN -e shell

2Rdzf S NBawayyYLl OFyy2i 0S aSt SOGSR F2NJ A
SAhgadalrtt GKS YAadaaiay3da 02YLRyYySyda

TANRGOD

/etc/perl/CPAN/Config.pm initialized.

CPAN is the world-wide archive of perl resources. It consists of about
100 sites that all replicate the same contents all around the globe.
Many countries have at least one CPAN site already. The resources
found on CPAN are easily accessible with the CPAN.pm module. If you
want to use CPAN.pm, you have to configure it properly.

If you do not want to enter a dialog now, you can answer 'no' to this

question and I'll try to auto configure. (Note: you can revisit this
dialog anytime later by typing 'o conf init' at the cpan prompt.)

Are you ready for manual configuration? [yes] m

cpan> install Net::SNMP

Checking if your kit is complete...

Looks good

Warning: prerequisite Crypt::DES 2.03 not found.

Warning: prerequisite Digest::HMAC 1.00 not found.

Warning: prerequisite Digest::SHA1 1.02 not found.

Writing Makefile for Net::SNMP

---- Unsatisfied dependencies detected during [D/DT/DTOWN/Net-SNMP-5.2.0.tar.gz] -----
Digest::HMAC
Crypt::DES
Digest::SHA1

Shall | follow them and prepend them to the queue

of modules we are processing right now? [yes]- NE

If everything works fine you will see the following output after a while:
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ing. pm

SYGiSNW» ¢KAAa gAff ONRYy3I &2

Now you need to install three other SNMP related packages:
# apt-get install libsnmp-base

# apt-get install libsnmp-perl

# apt-get install libsnmp9-dev

{2 FIFN &2 32 2 Ridonflgizedstekiskl d@ain. Inlcdse§& ardl ridt inNdbir Asterisk
source directory anymore:

# cd Jusr/src/asterisk-1.4.21.1/
# ./configure —with-snmp

# make menuselect

Build

/| K22a4S 06A0GK OdzNBE 2 NJ dzL) R RIBME DA awSyaRIMEOS a 2 R dz
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5 'h' for help.

/| 22t H , 2dz Oy aSS G(GKS a2Rd8 Gl IINB & YJZALIE LINGE & f(
which will bring you back to the Linux shell.

In the Asterisk source directory key in:

# make

# make install

LIy2NBE (GKS gFNYyAy3Iaxo

So, you can check now if the SNMP module is loaded in Asterisk.

You need to restart Asterisk. In my case | have FreePBX installed so | use the following
command:

# amportal restart
# asterisk —rvvvvv

asterisk*CLI> module show like snmp
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ently running on ippabx01 (pid =

Ftate Application(Data)

As you can see the module is loaded. Great job!

3. Configure SNMP
b2g &2dz YySSR (2 Ayadarftft I 02dz2J S 2F 2GKSNJ {ba

# apt-get install snmpd snmp scli tkmib

You need to edit snmpd.conf:

# nano /etc/snmp/snmpd.conf

Del ete all content in this file by pressing ACtrl|l +Ko Kk
Then copy the following content into the file:

master agentx
agentXPerms 0660 0660 asterisk asterisk

com2sec local localhost public_asterisk
com2sec mynetwork 230.5.42.12 public_asterisk

group MyROGroup any local
group MyROGroup any mynetwork
view all included .1

access MyROGroup "" any noauth 0 all none none

And save the file.

Attention: Substitute the I P address 230éé with| your |
This is the remote IP of your monitoring Server.
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Now restart SNMP:
# /etc/init.d/snmpd restart

Change the rights on your agentx:

# chmod 755 /var/run/agentx

4. Configure Asterisk

# /etc/asterisk/res_snmp.conf
Oyl o6fS adoml3aSyid FyR aSd Sylof SR

; Configuration file for res_snmp

[general]

; We run as a subagent per default -- to run as a full agent
; We must run as root (to be able to bind to port 161)
subagent = yes

; SNMP must be explicitly enabled to be active

enabled = yes

Save the file.

Now you need to copy two Asterisk MIB files from your Asteris] & 2 dzND S
directory.

# cd /usr/src/asterisk-1.4.21.1/doc

# cp digium-mib.txt /usr/share/snmp/mibs
# cp asterisk-mib.txt /usr/share/snmp/mibs

Restart SNMP again:
# /etc/init.d/snmpd restart
# export MIBS=+ASTERISK-MIB

Restart Asterisk:

# amportal restart
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First test if Asterisk provides us with SNMP information:

# snmpwalk -On -c public_asterisk -v 2c localhost .1.3.6.1.4.1.22736

LiQa

ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB:
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::
ASTERISK-MIB::

62Nl AY3 AT

astChanTypelndex.5 = INTEGER: 5
astChanTypelndex.6 = INTEGER: 6
astChanTypelndex.7 = INTEGER: 7

g82dz aSS

astChanTypeName.1l = STRING: Phone
astChanTypeName.2 = STRING: Skinny

astChanTypeName.3 = STRING: OOH3
astChanTypeName.4 = STRING: Local
astChanTypeName.5 = STRING: Zap

astChanTypeName.6 = STRING: MGCP

astChanTypeName.7 = STRING: Agent

astChanTypeDesc.1 = STRING: Standard Linux Telephony API Driver

23

[antN

T2((26AYy 3

astChanTypeDesc.2 = STRING: Skinny Client Control Protocol (Skinny)
astChanTypeDesc.3 = STRING: Objective Systems H323 Channel Driver

astChanTypelndications.1 = INTEGER:
astChanTypelndications.2 = INTEGER:
astChanTypelndications.3 = INTEGER:
astChanTypelndications.4 = INTEGER:
astChanTypelndications.5 = INTEGER:
astChanTypelndications.6 = INTEGER:
astChanTypelndications.7 = INTEGER:
astChanTypeTransfer.1 = INTEGER: fal
astChanTypeTransfer.2 = INTEGER: fal
astChanTypeTransfer.3 = INTEGER: fal
astChanTypeTransfer.4 = INTEGER: fal

astChanTypeChannels.2 = Gauge32: 0
astChanTypeChannels.3 = Gauge32: 0
astChanTypeChannels.4 = Gauge32: 0
astChanTypeChannels.5 = Gauge32: 0

:astChanTypeDesc.4 = STRING: Local Proxy Channel Driver
:astChanTypeDesc.5 = STRING: Zapata Telephony Driver w/PRl
:astChanTypeDesc.6 = STRING: Media Gateway Control Protocol (MGCP)
:astChanTypeDesc.7 = STRING: Call Agent Proxy Channel
astChanTypeDeviceState.1 = INTEGER:
astChanTypeDeviceState.2 = INTEGER:
astChanTypeDeviceState.3 = INTEGER:
astChanTypeDeviceState.4 = INTEGER:
astChanTypeDeviceState.5 = INTEGER:
astChanTypeDeviceState.6 = INTEGER:
astChanTypeDeviceState.7 = INTEGER:

false(2)
false(2)
false(2)
true(1)
false(2)
true(1)
true(1)
true(1)
true(1)
true(1)
true(1)
true(1)
true(1)
true(1)
se(2)
se(2)
se(2)
se(2)

:astChanTypeTransfer.5 = INTEGER: false(2)
:astChanTypeTransfer.6 = INTEGER: fal
:astChanTypeTransfer.7 = INTEGER: fal
:astChanTypeChannels.1 = Gauge32: 0

se(2)
se(2)
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ASTERISK-MIB::astChanTypeChannels.6 = Gauge32: 0
ASTERISK-MIB::astChanTypeChannels.7 = Gauge32: 0

The work on the Asterisk server is done. You can query the Asterisk SMP stack from any
monitoring program like Nagios, BMC, HP Openview etc.

5. Use Nagios to monitor Asterisk

We normally use Nagios to monitor various parameter of Asterisk. With the Asterisk SNMP we
monitor 4 parameters:

- Concurrent ZAP-Calls (Minimum, Maximum and Average)
- Concurrent SIP-Calls (Minimum, Maximum and Average)
- Concurrent IAX-Calls (Minimum, Maximum and Average)
- Overall channels in use, all types ((Minimum, Maximum and Average)

| assume you have a running Nagios system and you are familiar with the check_snmp plugin
from Nagios.

Here the commands.cfg content to monitor the 4 values above:

# Check current ZAP channels
#

define command{

command_name check_zap

command_line $USER1$/check_snmp - H $HOSTADDRESSS$- C public_asterisk -0
ASTERISK- MIB::astChanTypeChannels.5 -P 2c -1"Current open ZAP channels”

}

# Check current SP channels
#

define command{

command_name check_sip

command_line 3$USER1$/check_snmp - H $HOSTADDRESS$- C public_asterisk -0
ASTERISK- MIB::astChanTypeChannels.1 -P 2c -1"Current open SIP channels"

}

# Check current IAX channels
#
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define command{

command_name check_iax

command_line $USER1$/check_snmp - H $HOSTADDRESSS$- C public_asterisk -0
ASTERISK- MIB::astChanTypeChannels.6 -P 2c -1"Current open IAX channels"

}

# Check overall channels
#

define command{

command_name check_all_channels

command_line $USER1$/check_snmp - H $HOSTADDRESSS$- C public_asterisk -0
ASTERISK- MIB::astNumChannels.0  -P 2c -1"All channels"

}

In Nagios you will look like this:

Szterifoux-1-Master  Traffic-MIC1 - Ol 10-03-2008 1436114 1d 21h 58m 40s 14 OK - Current BvY in: 2.36Kkbps Out: 1.88Kbps
all channels - Bl 10-03-2008 14:39:16  Oct Oh Om 153 144 Al channels O - 0
cpulinux - Ok 10-03-2008 14:36:03  1dd 21h 59m 545 154 CPU OH : user=0% system=1% iowait=0% idle=99%
disk sdal liowx - DK 10-03-2008 143901 1d21h35m30s 14 DISK OK - free space: /133252 MB (35% inode=99%);
iax_channels - 0K 10-03-2008 14:39:11  1d 21h 25m 155 154 Current open 1A% channels Ok - 0
mem oL T 0K 10-03-2008 14:36:31  1dd 21h 54m 29s 154 QK Memory Usage (W= 99, C= 1000 97% =br=Swap Usage (W= 100, C= 1007 0%
ping linux - Ok 10-03-2008 14:36:56  Oc 16h 27m 35s 174 OR - 21054213 ria 0.304ms, lost 0%
pri_status - Bl 10-03-2008 14:39:11  1d 8h 25m 205 144 All 1 PRIC=) found are up and provisioned
sip_channels - Ok 10-03-2008 14:38:48  1d 21h 24m 435 154 Current open SIP channels OK - 0
user linux - Pl 10-03-2008 14:35:06  1d 16h14m17s 154 USERS OK - 1 users currently logged in
zap channels T 0K 10-03-2008 14:35:29  1dd 21h 49m 19s 154 Cutrent open ZAP channels OK -0

[ SGQa ale @&2dz KIS 2y 9m otwL0O fAYyS @&2dz O2 d
concurrent calls. Therefore you will be aware of the usage on your PRI and able to upgrade the
fAYS 0 G0KS NARIKG GAYS ol aSR 2y FrFOdax

If you use PNP4Nagios you will automatically get nice zoom-able graphs like this:

Concurrent PRI Calls AsterVox-1-Master / sip channels
201

1.5
1.8 L

0.5

Q.a -
Wed 12: 00 Thu 80: 80 Thu 12: 868 Fri 00: 00

O Concurrent PRI Calls 0 LAST 2 MAX 0 AVERAGE

Concurrent PRI Calls
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